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The Benefits and Limitations of SRAM 
Based Field Programmable Gate Array Fault 

Injection

To be presented by Melanie Berg at the Single Event Effects Symposium, April 20-22, 2009 in La Jolla, CA, and to be published on
nepp and radhome web sites. 1

Melanie BergMelanie Berg
MEI TechnologiesMEI Technologies-- NASA/GSFC Radiation Effects and Analysis GroupNASA/GSFC Radiation Effects and Analysis Group

Motivation…Why Fault Injection Motivation…Why Fault Injection 
(FI)?(FI)?

Part of the System Error Rate Part of the System Error Rate 
Prediction ProcessPrediction Process
Enhances the device fault Enhances the device fault 
analysis processanalysis processy py p

Controlled error injection Controlled error injection –– no no 
random componentsrandom components

TemporallyTemporally
PhysicallyPhysically

Specific Device mechanism and Specific Device mechanism and 
Error Signature analysisError Signature analysis

Clock treesClock trees
Control structuresControl structures
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Control structuresControl structures
RoutesRoutes
LogicLogic

Can reduce the amount of Can reduce the amount of 
necessary beam timenecessary beam time
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General Xilinx Virtex 4 SRAMGeneral Xilinx Virtex 4 SRAM--Based Based 
FPGA ArchitectureFPGA Architecture

Routes and Configurable logic blocks (CLB)

SRAM Configuration 
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Xilinx SX55: Radiation Test DataXilinx SX55: Radiation Test Data
Xilinx Consortium: VIRTEX-4VQ STATIC SEU CHARACTERIZATION SUMMARY: April/2008
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Configuration SEU rate is significantly higher than all other Configuration SEU rate is significantly higher than all other 
components → focus is Configuration bit upset rates (not components → focus is Configuration bit upset rates (not 
DFFs) and Single Event Functional Interrupts (SEFIs)DFFs) and Single Event Functional Interrupts (SEFIs)

  SEFIionConfiguraterror PPfsP 
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Basic Xilinx V4 FI ConsiderationsBasic Xilinx V4 FI Considerations
Where do we FI?… configuration memoryWhere do we FI?… configuration memory

How?How?
Through Xilinx Parallel Configuration Interface Through Xilinx Parallel Configuration Interface 
(SelectMap)(SelectMap)(SelectMap)(SelectMap)

Write to the Configuration Memory and flip a bit Write to the Configuration Memory and flip a bit 

What will get affected?What will get affected?
ClocksClocks

I/OsI/Os

Functional LogicFunctional Logic

RoutesRoutes

T l D d i ?T l D d i ?
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Temporal Dependencies?... Temporal Dependencies?... 
While design is fully operational (Dynamic While design is fully operational (Dynamic 
Testing) Testing) 

STATE SPACE TRAVERSAL and CoverageSTATE SPACE TRAVERSAL and Coverage

Error propagation to observation pointsError propagation to observation points

Configuration Upset EffectsConfiguration Upset Effects

I1 I2 I3 I4

Functional 

Open or Short Circuit in Routing Matrix 
(Broken Path) – Most Common Fault

I1 I2 I3 I4

LUT

I1 I2 I3 I4

u ct o a
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Functional Fault and 
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Design State Space     = Design State Space     = 2#DFFs+INPUTS
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boolean values of 
inputs and DFFs
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State Transition        →Coverage: State Transition        →Coverage: 

Coverage is defined by a set Coverage is defined by a set 
of State Transition Relations of State Transition Relations 
(R):(R): 

 

How many states have we How many states have we 
transitioned fromtransitioned from

How many states have we How many states have we 
transitioned totransitioned to

Not all Transitions are valid Not all Transitions are valid 
within the state space within the state space 
Cartesian productCartesian product

  ;, trueki  
The relation holds 
true if and only if: 
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Ca tes a p oductCa tes a p oduct

Relations depend on current Relations depend on current 
state, next state, and timestate, next state, and time

i @ time t, and k is 
a possible state @ 

time t+1
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FI and Transitioning from State FI and Transitioning from State 
to Stateto State

Transitioning to a state… will we Transitioning to a state… will we 
ever get there?ever get there?

Next cycleNext cycle
Multiple cyclesMultiple cyclesyy
NeverNever

FI & State Reachability FI & State Reachability 
May never reach a state that faulty May never reach a state that faulty 
bit affectsbit affects
Does faulty bit disrupt operation?Does faulty bit disrupt operation?
We have to run the test with the bit We have to run the test with the bit 
in fault long enoughin fault long enough

Weeks or yearsWeeks or years

I1 I2 I3 I4
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UnrealisticUnrealistic

We have to toggle all inputsWe have to toggle all inputs
Time dependentTime dependent
State dependentState dependent

LUT

FI and Transitioning from State FI and Transitioning from State 
to Stateto State

We have to run the test with the bit in fault long We have to run the test with the bit in fault long 
enoughenough

Weeks or yearsWeeks or years
UnrealisticUnrealistic

We have to toggle all inputsWe have to toggle all inputs
Time dependentTime dependent
State dependentState dependent

Configuration Bits that have been flipped while Configuration Bits that have been flipped while 
their corresponding circuitry has been turned offtheir corresponding circuitry has been turned off

To be presented by Melanie Berg at the Single Event Effects Symposium, April 20-22, 2009 in La Jolla, CA, 
and to be published on nepp and radhome web sites. 10

their corresponding circuitry has been turned off their corresponding circuitry has been turned off 
can lead to a lower potential error calculationcan lead to a lower potential error calculation

Detrimental to Critical Space ProjectsDetrimental to Critical Space Projects
Need upper bounds not lower boundsNeed upper bounds not lower bounds
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Examples of Reachable States Examples of Reachable States 
that are Problematic to FIthat are Problematic to FI

Detrimental Latency Detrimental Latency 
Circuits: TriggersCircuits: Triggers

C t d fi (C t d fi (Count and fire (every Count and fire (every 
n number of cycles…)n number of cycles…)

External Interrupt External Interrupt 
(non(non--deterministic)deterministic)

Exponential Exponential 
Explosion: Decoded Explosion: Decoded 
EventsEvents
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EventsEvents
Can generally have Can generally have 
many hardware many hardware 
decision branches decision branches 

Time to get to a stateTime to get to a state

Getting Back to Our GoalGetting Back to Our Goal

Want to determine how many bits out of the Want to determine how many bits out of the 
configuration memory can disrupt operationconfiguration memory can disrupt operation

Why?Why?
Fault prediction→Fault prediction→

Mitigation Integrity Dynamic analysisMitigation Integrity Dynamic analysis
dt

dE
ionBitsConfigurat

dt

dE configBit*#

XTMR: Triplicate clock
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What Has REAG Accomplished What Has REAG Accomplished 
with FIwith FI

Xilinx Design Tool Reports Resource Utilization (CLB Xilinx Design Tool Reports Resource Utilization (CLB 
specifics)… i.e. 99% LUT; 80%DFFspecifics)… i.e. 99% LUT; 80%DFF

Not accurate enough to determine configuration bit percentageNot accurate enough to determine configuration bit percentage
CLB information accounts for 11% of the deviceCLB information accounts for 11% of the deviceCLB information accounts for 11% of the deviceCLB information accounts for 11% of the device

Many CLB bits are unusedMany CLB bits are unused

Most bits are routing Most bits are routing –– need fault injection to determine need fault injection to determine 
impactimpact

REAG is Investigating various designs… Can an upper limit REAG is Investigating various designs… Can an upper limit 
be found?:be found?:

Simple routing structures 98% SLICE capacity: 1% of configurationSimple routing structures 98% SLICE capacity: 1% of configuration
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S p e out g st uctu es 98% S C capac ty % o co gu at oS p e out g st uctu es 98% S C capac ty % o co gu at o
bits can disrupt circuitbits can disrupt circuit

Complex routing structures 98% SLICE capacity: 15% of Complex routing structures 98% SLICE capacity: 15% of 
configuration bits can disrupt circuitconfiguration bits can disrupt circuit

AnalysisAnalysis

Should not use percentage device utilization for Should not use percentage device utilization for 
fault prediction fault prediction –– can obtain a gross can obtain a gross 

i d b l d ii d b l d ioverestimate and subsequently over designoverestimate and subsequently over design

Complex designs may never attain higher than Complex designs may never attain higher than 
30% of potential configuration bits that can 30% of potential configuration bits that can 
cause faultcause fault

Using Fault Injection on an actual complex Using Fault Injection on an actual complex 
circuit may not capture all potential failurescircuit may not capture all potential failures
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circuit may not capture all potential failurescircuit may not capture all potential failures
Investigation needs to be expanded to determine if Investigation needs to be expanded to determine if 
saturation can be observedsaturation can be observed

Complex designs can then probably be boundedComplex designs can then probably be bounded
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ConclusionConclusion

The goals of FI are:The goals of FI are:
To assist in fault predictionTo assist in fault prediction
Analyze design integrityAnalyze design integrityy g g yy g g y

FI in SRAM Based FPGAs can be preformed by flipping the state of FI in SRAM Based FPGAs can be preformed by flipping the state of 
configuration bits via the SelectMap Interface configuration bits via the SelectMap Interface 
In order to determine if the bit can cause an error the design state In order to determine if the bit can cause an error the design state 
space must be coveredspace must be covered
Complete State space coverage is generally impossible because:Complete State space coverage is generally impossible because:

Actual Complex Flight designs have an exponentially large state space Actual Complex Flight designs have an exponentially large state space 
and an exponentially large set of transitions and an exponentially large set of transitions 
A considerable amount of the state space needs to be covered perA considerable amount of the state space needs to be covered per
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A considerable amount of the state space needs to be covered per A considerable amount of the state space needs to be covered per 
faultfault

REAG is currently investigating various designs to determine how to REAG is currently investigating various designs to determine how to 
apply upperapply upper--bound estimates for configuration bit upset predictionbound estimates for configuration bit upset prediction
REAG has successful illustrated the benefits of FI in design integrity REAG has successful illustrated the benefits of FI in design integrity 
dynamic testingdynamic testing


