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List of Acronyms
• Clock (CLK)
• Clock-BAR (CLKB)
• Clock Transitions from high to low (Clock High Low)
• Clock Transitions from low to high (Clock Low High)
• Complementary Metal Oxide Semiconductor (CMOS)
• Combinatorial Logic (CL)
• Edge-triggered Flip-Flop (DFF)
• Linear Energy Transfer (LET)
• Localized Triple Modular Redundancy (LTMR)
• Radiation Hardened by Design (RHBD) 
• Single Event Effects (SEEs)
• Single Event Transient (SET)
• Single Event Upset (SEU)
• Single Event Upset cross section (σSEU)
• Triple Modular Redundancy (TMR)
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Edge Triggered Flip Flops... 
Cascading Two Latches
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CLK CLKB

CLKB

CLK

CLKB CLK

CLK

CLKB

D Q

Master: 
Clock Low: Transparent
Clock High: Hold

Slave: 
Clock Low: Hold
Clock High: Transparent

Output (Q) will only change 
at rising-edge of clock

D input must be settled by 
rising-edge of clock

At the rising-edge of clock (CLK), the master 
captures its data input.  CLKB is the logic inverse of CLK
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SEUs in DFFs (with respect to this 
presentation):

SETs that arrive at the DFF data input pin (from the 
incoming data-path) are not addressed.  

Only SETs that occur internal to a DFF and are 
caught in one of the DFF hold-state loops are 

discussed.  Because the SET is caught in a memory 
loop we refer to it as an SEU
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SEUs in DFFs while the Clock is Low
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Master is transparent and Slave is in hold.
Master is cut off from slave

CLK CLKB

CLKB

CLK

CLKB CLK

CLK

CLKB

D Q

SEU = Slave inverts its state upon an SET 
getting caught in the Slave’s holding loop

Incorrect Slave state is visible at 
output Q.

transparent

loop

SETs in the Master 
are cutoff from the 
Slave. SETs are not 
stored and are not 
visible at output Q.
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SEUs in DFFs while the Clock is High
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Master is in a hold state and Slave is transparent.

CLK CLKB

CLKB

CLK

CLKB CLK

CLK

CLKB

D Q

SEU = Master inverts its state upon an 
SET getting caught in the Master’s 
holding loop

Incorrect Master state is 
visible at output Q.

SETs in the Slave 
are visible to 
output Q.

transparent

loop
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SEUs in DFFs at Rising-Edge of Clock: 
Clock Low  High
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Master changes from transparent to hold state.
Master can capture an SET from its transparent state and 

store an incorrect value.  

CLK CLKB

CLKB

CLK

CLKB CLK

CLK

CLKB

D Q

Captured SET will be visible at output Q.
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RHBD DFFs
• There are variations to RHBD DFF techniques:

– Masking (Does not mean correction)
• Not letting an error propagate to other logic
• Turn off faulty path

– Correction (Error may not be masked)
• Error state is changed/fixed
• Takes time

• Well-mitigated DFFs have both masking and 
correction.
– Masking shields the design from the SEU or SET 

while its being corrected.
– Correction rids the design of the SEU or SET in 

order to relieve the masking circuitry…otherwise 
the mask can break upon another SET or SEU.
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DICE-DFF
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Weizhong Wang and Haiyan Gong, “Edge Triggered Pulse Latch Design With Delayed Latching Edge for Radiation 
Hardened Application”, 3626 IEEE TRANSACTIONS ON NUCLEAR SCIENCE, VOL. 51, NO. 6, DECEMBER 2004
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DICE Susceptibility: Commonly 
Addressed

• One particle strike can take out 2 nodes and break 
DICE mitigation.

Source: “Radiation Hardened by Design at 90nm” ; Warren Snapp et. al,  MRQW 
December 2008
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Overlooked DICE Susceptibility:

1OFF

ON

ON

0 ?
?
?1
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Takes time for the 
dual node to pull 
the output to a 
correct state

There is no error 
masking in DICE.  
Either wait for 
upset to settle or 
it gets captured. 
Weizhong Wang and Haiyan Gong, “Edge Triggered Pulse Latch Design With Delayed Latching Edge for Radiation 
Hardened Application”, 3626 IEEE TRANSACTIONS ON NUCLEAR SCIENCE, VOL. 51, NO. 6, DECEMBER 2004
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The following slides are examples of 
how SEUs in DICE-DFFs can affect a 

system (synchronous design).
Examples do not take into account system level 

electrical or logical masking 
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Remember, for a DICE latch to correct a latched SET, there 
is a push-pull correction time where the DFF output is in 

contention – i.e., upsets are not masked.
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Example 1: Clock is Low and an SEU 
Occurs in the Slave Loop

• SEU is held in the slave until the mitigation can correct it.   For 
this example, the SEU is corrected before the latching clock edge.
– The system error response increases with frequency.
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CLKB
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CLKB CLK
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CLK CLKB

CLKB

CLK

CLKB CLK

CLK

CLKB

D QCombinatorial Logic (CL)
Data path delay (τdly)
Correction time (τcorrection)

fsclk
1


clk Clock Period

Frequency

SystemErrorTime in Bad State
 clk

  correction

 clk

  correction  fs
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Example 2: Clock LowHigh and an SET in 
the Master is Latched into the Master 

• The SET wasn’t able to be corrected before the latching 
clock…hence an SEU occurs at the rising-clock edge. 
– System error response is independent of  frequency (different 

from example 1).
– Probability of error event (SEU) increases with frequency 

(different from example 1).
• Difference in this example from Example 1 is that the DICE 

mitigation is unable to correct the event before the latching 
clock.  Once the SET is latched, the output of the DFF will be 
bad for the entire clock cycle (rising-edge to rising-edge of 
clock).
– If metastability causes oscillations, the DFF could be in an 

incorrect state for multiple cycles.
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SEU Latch correction

 clk

  correction fs
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Example 3: Clock HighLow and an SET in 
the Slave is Latched into the Slave

• SEU is held in the slave for half of a clock cycle. 
– System error response decreases as frequency increases. 
– Probability of error event increases with frequency.

• Difference in this example is that the mitigation is unable to 
correct the event.  The output of the DFF will be bad for half 
of the clock cycle (falling-edge to rising-edge).
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D Q

τdly

SEU Latch  correction

 clk

  correction fs SystemError1 dly fs
As you increase frequency more SEUs can occur.  However, for data-

paths with large τdly, the DFF-SEUs have less chance to affect the 
system
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Strong versus Weak Mitigation

• A strong mitigation strategy 
has masking and correction.

• Localized TMR (LTMR): only 
DFFs are triplicated and 
voted.  The  CL in design is 
not mitigated.  LTMR is a 
strong mitigation technique 
for DFFs (not for CL). 
– The voting masks errors.
– The output of the voter is also 

used to correct errors.
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Microsemi RTAX-2000 
DFF with LTMR
Microsemi RTAX2000 datasheet
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Microsemi RTAX2000s: As Frequency 
Increases and CL Increases, SEU Increases
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Upsets are dominated by SETs (due to LTMR).  
Conclusion: LTMR-DFFs have strong mitigation (i.e., DFFs are well 

protected from incurring SEUs).

LTMR-DFFs: 
150nm CMOS

Berg, M. et. al, "An Analysis of Single Event Upset Dependencies on High Frequency and Architectural Implementations 
within Actel RTAX-S Family Field Programmable Gate Arrays," Nuclear Science, IEEE Transactions on , vol.53, no.6, 
pp.3569,3574, Dec. 2006.

Shift Register 
accelerated SEU 

testing with 0 to 16 
inverters (INV) 

between DFF stages
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Aeroflex Eclipse: As dly Increases and 
Frequency Increases, SEU Decreases
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Upsets are dominated by DFFs.
Conclusion: DICE-DFFs do not have strong mitigation.

DICE DFFs: 
250 nm 
CMOS
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Shift Register accelerated SEU testing with 0 to 20 inverters (INV) 
between DFF stages

Berg, M.D, et al. , "A Comprehensive Methodology for Complex Field Programmable Gate Array Single Event Effects Test and 
Evaluation," IEEE Trans. Nucl. Sci., vol. 56, no. 2, pp. 366-374, Apr. 2009.
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Conclusion
• We provided examples of DICE failure modes.  

Several of them are generally overlooked (focus has 
been on multiple node upsets).

• DICE-DFFs are not as strong a mitigation strategy as 
LTMR-DFFs.
– DICE takes time to correct (push-pull between bad node and 

good sister node).
– There is no masking, so when trying to correct the output of 

DICE is metastable due to contention.
• DICE shift-register accelerated SEU tests produce a 

drop in σSEU data across frequency.  This illustrates 
that DICE is not a strong mitigation strategy.
– LTMR–DFFs are protected and CL-SETs dominate σSEU data. 
– DICE–DFFs are not well protected and DFF-SEUs dominate 
σSEU data.
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